UBND QUAN PONG DA CONG HOA XA HQI CHU NGHIA VIET NAM
VAN PHONG HDND&UBND Doc 1ap- Tw do- Hanh phic

S6: 63 IVP Pong Pa, ngay /6 thang 4 nam 2024
VIV canh bao nguy co tin cong mang
gay mat an toan, an ninh théng tin.

Kinh guri :
- CA&c phong, ban, don vi thudc quan;
- UBND 21 phuong.

Thuc hién Cong vin s6 2666/CAHN-PAO05 ngay 04/04/2024 caa Cong an
Thanh phd Ha Nbi v/v canh bao nguy co tan cdng mang gay mat an toan, an ninh
thong tin; Dé tang cudng cdng tac dam bao an ninh mang, an toan thdng tin trén
dia ban Quan Pong Pa, Vian phong HDND&UBND quén dé nghi cac phong, ban,
don vi, UBND 21 phudng mét s6 ndi dung sau:

1. Chu dong, thuong xuyén giam sat, kiém tra an ninh, an toan, kip thoi
phat hién va cap nhat cac ban va 16 hong bao mat, g& bo ma doc trén hé théng,
nhanh chong xtr Iy khi c6 dau hiéu bi tan cong.

2. Siét chat cau hinh trén hé théng tuong hira (firewall), bao dam cac chinh
sach chi cho phép nguoi ding duoc cap quyén truy cap vao hé thong.

3. Ra sodt chinh sach truy cip quan tri d6i voi céc hé théng quan trong, hé
théng may chi a0 hda (VMWare, Virtual Box, Vcenter...) can trién khai giai phép
quan ly truy cap dic quyeén, cai dit xac thuc 02 yéu t6 trude khi truy cap quan tri
vao may chii, han ché chi mot s6 may tinh quan tri mai duogc truy cap.

4. Siét chat co ché truy cap tir xa (VPN), cai dat xac thuc 02 budc, han ché
ti da viéc truy cap quan tri tir VPN.

5. Can trién khai phuong &n sao luu dix liéu thuong xuyén, dit liéu sao luu
can duoc luu trit tach biét, khéng nam trén cuing hé théng dang sir dung.

6. Chu dong phoi hop vai Cong an Thanh phé (qua Phong An ninh mang
va PCTP sir dung cng nghé cao) khi phat hién cac su ¢b vé tin cdng mang dé
kip thoi khic phuc, giam thiéu téi da c4c nguy co mat an toan, an ninh mang co
thé xay ra.
Noi nhdn:
- Nhu trén;
- Luu: VP.







		2024-04-15T10:31:30+0700


		2024-04-16T09:16:23+0700


		2024-04-16T14:32:47+0700


		2024-04-16T14:32:47+0700


		2024-04-16T14:32:47+0700


		2024-04-16T14:32:47+0700




